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» Sicherheit und Datenschutz im Automobil
* Netzwerksicherheit
* Formale Protokollanalyse
+ Angewandte Kryptographie
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Motivation

« E-Mobilitat ist eine wichtige Technologie zur Reduzierung von Emissionen

» E-Mobilitat befindet sich auf der Uberholspur slectrive.com

e 1.013.009 zugelassene batterieelektrische Fahrzeuge s . )
. ver one million purely electric cars now on terman roaas
(EV) in Deutschland (1. Januar 2023) .

" = . -
» Zusatzlich 864.712 Plug-in-Hybridautos (1. Januar 2023
u .
an L] [] [] innovation premium was still valid, and 104,325 new electric cars were newly
. registered. The DIW says that the reduction in the electric car subsidies as of the
New Year accounts for the strong increase in December.

As of January this year, an electric car purchase came with a maximum of 4,500 euros from the state, whereas up until the end
of last year, the subsidy was 6,000 euros plus the manufacturer’s share, which is half of the state’s support.
* Plug & Charge (PnC
The one million mark reached accounts only for purely battery electric cars and not plug-in hybrids recorded in December. As
rbes it stands, PHEVSs also set a record in December, as the environmental bonus for these motor types was abolished completely at
the turn of the year.
b A n p aS S u n g a I I The German Federal Motor Transport Authority has not yet published figures on the number of cars with a cut-off date of 1
January 2023 but as of 1 October 2022, already recorded 840,645 electric cars. If the menthly BEV registrations in October,
N t f EVS Are Not A Problem For The November and December are added to this figure, the result is 1,038,731 electric cars. If the million mark was indeed cracked,
e ran O r e r n e n fewer than 38,731 electric cars must have been deregistered in the last quarter.
. . .
utz d u 9 Electric Grid, They Are The Solution
‘The increase is startling when compared to the previous two years. As of 1 January 2022, the number of electric cars in
Jamaes Morris Germany was still 618,460, while as of 1 January 2021, there were only 309,083 electric cars on German roads.
[ ]
Since the December record is primarily attributed to the change in Germany’s so-called ‘environmental bonus’, the DIW
report was sceptical as to whether the German government’s target of 15 million electric cars can be achieved by 2030. As the
institute calculates, about 145,000 electric cars would have to be newly registered every month from now on to make the
aStl I l al l ag e I I l e n t One of the stock arguments you will hear against the wide adoption of electric target. Despite the record figures at the end of the year, there were still only 32,000 electric cars newly registered per month

hicles is about | i I idi . th all th higk on average in 2022. At the same time, numerous manufacturers have announced that they will only offer electric cars in the
e es is v the power s y grid is e E ese = . . . . .
RELC S I3EbOUELOWNE PONETSUR PV STICHB SOl RO CoPE I R LeSe RIRY course of the decade, which should mark exponential growth in new monthly registrations.

. . voltage devices drawing current to recharge. A home EV charging station will
e \ehicle-to-Grid (VZG) T e T Source: https://www.electrive.com/2023/01/09/over-one-million-purely-electric-cars-now-on-german-roads/

all EVs are plugged in at once, surely the grid will collapse and power stations will Based on numbers of the German KBA.

The German Institute for Economic Research (DIW) has reported that the mark
of one million pure electric cars in Germany has been crossed. According to the
report, the mark was passed in the new record month of December 2022.

be overextended? Dogs and cats will live together, and mass hysteria will break out?
But not only is this a complete misunderstanding of EV charging habits, it could be

getting things completely the wrong way round. Here's why.

Source: https://www.forbes.com/sites/jamesmorris/2020/08/01/
evs-are-not-a-problem-for-the-electric-grid-they-are-the-solution/
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(Vereinfachte) Intelligente Ladeinfrastruktur*
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Certificate
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* Angelehnt an 1SO 15118 [ISO14] und 1SO 15118-20 [ISO22]
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Neue Bedrohungen fur Cybersicherheit und Datenschutz

 Betriebsstorungen
« Laden verhindern
e Stérungen des Stromnetzes

* Funktionale Sicherheit
. 3 il As More EVs Hit The Road, Blackouts
» AuslOosen eines Brands sovere.cletticcarecplosonchargng o e
» SchutzmalRnahmen deaktivieren
* Finanzielle Schaden

 Kostenloses Laden / Laden auf fremdes Konto

» Beschadigung der Batterie oder
Verringerung der Lebensdauer / Kapazitat

Forbes

Source:

) Ve rl u St d e r P rlvats p h are https://www.forbes.com/sites/oliverwyma

n/2019/05/15/as-more-evs-hit-the-road-
blackouts-become-

« Generierung von Bewegungsprofilen ikelyPsh=628eaB1odc30
* Analyse von Zeit und Ort der verwendeten Ladestationen

¢ Tt 1] B
/lccc.de/en/updates/2017/e-motor
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Herausforderung #1 — Komplexitat
Intelligente Ladeinfrastruktur (mehr Details)

OEM Prov. ificate Pool
Contract Certvcate Pool

Certificate Provisiggﬁi{g Service (CPS)

SP CCH

CKY, OICP
u&v IECX{3119 m&:
IIZZaX]

CCH: Contract Clearing House

CSO: Charging Station Operator
DSO: Distribution System Operator
EIM: External Identification Means
OCPP: Open Charge Point Protocol
OCPI: Open Charge Point Interface
OICP: Open InterCharge Protocol
OCHP: Open Clearing House Protocol
OSCP: Open Smart Charging Protocol

Contra(%
=

O EIM

N\ C
< |sé§§5118 > T m&
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Herausforderung #1 — Komplexitat
Beispiel: ISO 15118-20 PKI und Zertifikate

V2G RCA w/
SECC EVCC pvt key

V2G root

IS0 15118-20 certificate profiles V2G

- 2
Version (‘2" indicates X.509v3)

| SerialNumber (Positive integer)
V2G Root | AlgorithmlIdentifier X
e 5 1 Root | Signature algorithm s
i I | parameters -
I ] Country (x)
P ! O ) x
| i : Issuer [&] 1 unit (x)
1 — 3 Gommon name x
| i ! ] | Domain component o0
i ! Validi X
| . | [ | aldity (25 years)
(0 < 2 Sig I | m— - --t -4 notBefore x
I OCsP OCSR CPO Sub Prov Sub I eMSP Subj , OCSP OEM Sub| , OCSP OCSP 1 ' PE : | x
signer cert | response| CA1 | CA1 CA1 “tesponse CA1 “tesponse | signercert p OA I (GeneralizedTime
| for i | for for | j==p =g | expressed in Greenwich
E "/ b A= . e | 1 f | fime Mean T\:’\a (Zulu) with
] 1 format
i | | |1 1 YYYYMMDDHHMMSSZ)
1 1
! E | 1 | i i 6 i Validity [Actual time is CA
- v Y o v i t ~ - discretionary]
| si | - notAfter x
I CSP| Syl E I PE i
relnons ; el | |
fdr or S "
1 \ ime ormat
| ! 1 | YYYYMMDDHHMMSSZ)
| : H ThsCertificate
1 | | i | [Actual time is CA
k2 2 H * discretionary]
siggs’ | > sig | Country x)
OCcsP CPS leaf QOCBP OCsP |i vehicle OCsP OoCsP OEM prov.|}, OCSP OCsP PE Subject g o (:)
I signer cert certificate signer cert certificate |jresponse| | signer cert ceriificate |} tesponsq | signer cert certificats | Common name M
S for for 1 Domain component (x)
1 ~ 1 I | AlgorithmIdentifier x
x
! Provisioning i | | SubjectPublicKey | 29°TM id Ed448
. Info parameters -
Service "
E i I SubjectPublicKey (BIT STRING)
; i private [IssuerUniquelD -
I charge station/point operator 1 evironmert | SubjectUniquelD
S — T TR AuthorityKeyldentifier
x/nc
SubjectKeyldentifier id-ce subjectKeyldentifierx
x
keyldentifier (see [V2G20.1852)
_ KeyUsage id-ce keyUsage
SalesTariff (4— a digitalSignature 01
. nonRepudiation o
Extensions (contentC ,
keyEncipherment 01

Beispiel: ISO 15118-20 Public Key Infrastructure (PKI) mit cross signing [ISO22] Beispiel: V2G Root CA Cer;[ificate
[1SO22]
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Herausforderung #2 — Schutz der Privatsphare

« Keine Malinahmen zum Schutz der Privatsphéare in aktuelle
» Bedrohungen der Privatsphéare Protocol Security

Protokollen

Privacy\ Communication Partners

. . SO 8 S -CS
- Generierung von Bewegungsprofilen S0 15U ™ none |\ BY
. NEMAEVSE 1.2 ISO 7816-4 none RFID card — CS
 Ableitung des Nutzerverhaltens OCPP 16.5 one BSOS
Technol ZUur \ferpbessertnge
. P20.1 none - CSO
MO - CSO
e cérfr O r ﬁ@lﬂy Inﬁ h MO - CCH, CSO - CCH
OICP 2.2 none none MO - CCH, CSO - CCH
OSCP 2.0 TLS none CSO -DSO
Kennt
ID
Ort
EV « Zeit

4

(:@ < ISO 15118 >
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Herausforderung #3 — Schutz von Zugangsdaten

Angriff auf das Fahrzeug

OEM

|§'}

A

Trusted

A

Y /

Secure

0

Provisioning Credentials
Contract Credentials

EV il
& < ISO 15118 >
Stores L @

Offline Attacks

Physical . AgainSt Flash
Access Runtime Attacks

Against RAM

»

Extract
Credentials

»

Impersonate
Legitimate
User

hda . acsd]

of applied sciences

Hacker und die Elektromobilitat, C. Kraufd

12



Herausforderung #3 — Schutz von Zugangsdaten
Angriff auf Backend Systeme

Speicherung
-rderhch

APT Access to Impersonate
Remote I
Attack . Exploit . all Legitimate
Vulnerabilities Credentials User
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Challenge #4 — Kryptographie

« Aktuelle Standards definieren feste kryptographische Algorithmen
« Kein Austausch von Algorithmen unterstutzt

» Kryptografische Algorithmen kdnnen unsicher werden
» Beispiel: Data Encryption Standard (DES) von 1977 wurde 20 Jahre spater gebrochen

“Kryptografische Agifitat erforderiich

J | " ¥ ,.,‘.;n-;}.;».::i
W | "

Zasal

i) N

COPACOBANA: Gunstige Plattform fur schnelles Brechen von DES (2006) IBM Quantencomputer
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LOosung 1: Self-Sovereign Identity (SSI) basiertes Laden

Komplexitatsreduzierung und Schutz personenbezogener Daten

* SSI-PnC [KKK24]
« Ersetzen der PKI-basierten Authentifizierung durch SSi-basierte Authentifizierung
« Decentralized Identifier (DID) ermdglicht Verifizierung ohne zentrale Stelle
« Zero-Knowledge-Proof (ZKB)-basierte verifizierbare Nachweise ,Anoncreds”

. i){tgli;cﬁutezfr ' tleslzir&]egiuthentiﬁziefla? rélu ere An ncreﬁ) u n d

Provisioning DID Blockchain | Contract Anoncreds | eMSP

i1tz der @dvatsphie

»
>

a c g
Q o L < cC o
2 2.8 S
xa > £ 2
— 5 <5 c<
E" 2. Install <" 2. Install N v
Contract Anoncreds Contract Anoncreds [KKK24] A. Kailus, D. Kern, C. KrauR. Self-
EV < » CS < *» CSO Sovereign Identity for Electric
r‘: L . g Vehicle Charging. In 22nd
3. EV Authentication via International Conference on
@ P ZKP _ - Applied Cryptography and Network
- g e Security (ACNS), 2024, to appear
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Losung 2: Protokollerweiterungen zum Datenschutz
Schutz personenbezogener Daten

« Datenschutzerweiterungen far ISO 15118

* PnC mit Direct Anonymous Attestation (DAA) [ZSZK 18]
« Erweiterung fur die gesamte Ladeinfrastruktur und weitere Dienstleistungen [KLK22]

« Entitaten konnen nur auf absolut notwendige Daten zugreifen

CCH eMSP

Schutzzer F?rlvatsphare

Contract Credentials

Charge Authorization
eMAID (x) ()

o X

I[XII {X]l

Location x

Time X X X X
— [KLK22] D. Kern, T. Lauser, and C.
Charge Billing (CDRs) KrauR. Integrating Privacy into
eMAID (X) (X) (X) X the Electric Vehicle Charging
Location X X (%) (X) Architecture. POPETS, vol.
Transaction Information * * (*) X 2022, no. 3, 2022.
¥ = actor knows this personal data; arguably required for operation [2zSZ18] D. Zelle, M. Springer, M.

Zhdanova, C. Kraul3.

(*) = actor knows this personal data; arguably not required for operation
Anonymous Charging and

Beispiel: Personenbezogene Daten in der Billing of Electric Vehicles.
Ladeinfrastruktur fur Elektrofahrzeuge [KLK22] ARES, 2018.
h—da o JNL Hacker und die Elektromobilitat, C. Kraul3 17
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Losung 3.1: TrustEV
Schutz von ISO 15118-Zugangsdaten

* TrustEV Sicherheitsarchitektur [FKK20a] Asafeforsensitive data_‘ In
- Sichere Bereitstellung, Speicherung und the car: Volkswagenrelies

Nutzung von Zugangsdaten im Elektrofahrzeug on TPM from Infineon

L A n S atz Volkswagen is one of the first car makers to deploy the OPTIGA™ Trusted Platform
Module (TPM) 2.0 from Infineon Technologies AG as a security solution for the

° Ver J&J] vrd ﬁe arz S connectedcar Source: https:/ utomot eworld com/news-releases/a-safe-for-
TR SR P g arTg SaaTer

(ukd ?ﬁﬁidﬁfﬁﬁﬁjﬁ@@511& riert)

 Minimaler Overhead

Secure Storage
and Usage

EV

[FKK20a] A. Fuchs, D. Kern, C. Krauf3, M. Zhdanova. TrustEV: Trustworthy — Contract Key
Electric Vehicle Charging and Billing. 35th ACM/SIGAPP Symposium
on Applied Computing (SAC) - Computer Security (SEC), 2020

_, Provisioning
Key ﬁ TPM &
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Losung 3.2: HIP / HIP 2.0
Schutz von ISO 15118-Zugangsdaten

N e
________________________________________________________________ -
« HIP / HIP 2.0 [FKK20b, FKK20d]
+ Verbesserung von TrustEV [ e | [T |

» Schutz bei kompromittierten Backends
« Sichere Schlusselgenerlerung Im TPM des Fahrzeugs

(a) ISO 15118-20

erlassen, niemals das TPM e L § “ﬁmt‘
HIP /el sohaviraien-eneiterter S
. Abwartskompatlbel mvce = |
. HIP 2.0 ieM AR AMGARGSdalen bletens ==
* Unterstiitzung bei der Verwendung von Zertifikatspools (b) Protocol Extension HIP-20

» Einfache Integration in bestehende Zertifizierungsstellen (CAs) und
Prozesse wie Certificate Signing Requests (CSRs)

[FKK20b] A. Fuchs, D. Kern, C. Kraul3, M. Zhdanova. HIP: HSM-based Identities for Plug-and-Charge. 13th International
Conference on Availability, Reliability and Security (ARES), 2020

[FKK20d] A. Fuchs, D. Kern, C. Krauf3, M. Zhdanova, R. Heddergott. HIP-20: Integration of Vehicle-HSM-Generated
Credentials into Plug-and-Charge Infrastructure, In ACM Computer Science in Cars Symposium (CSCS), 2020.
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Losung 4: QuantumCharge
Kryptografische Agilitat und PQC-Integration

QuantumCharge [KKL23]
ISO 15118-Erweiterung AR e

- Kryptografische Agilitat durch Mechanismen zur T
Aushandlung von Algorithmen O,

MeteringReceipt Req Gen OM cingRes O Velygez, . (MeterReceipt, Sighi.icr)
cQI ém m aﬁy éafWﬁ}' d@ J @I O, Mot i
PI’ ocdl flo act credentials

cP
cMSPg , CP.Algs

(1) supportedA ppProtocolReq(iso: 15118:2,
Major—PQC, Minor—1, ID-1)

(2) supportedAppProtocolRes(“OK”, ID-1)

* params={EV.Algs})

(3) ServiceDetailReq(“ChargeServiee
(5) ServiceDetailRes(“ChargeService”, params— {AuthAlgs}) {AuthAlgs = EV.Algs 0 CP.Algs

4 ) ServiceDetailRes G ati
[Optional Install; of. Fig. 5/ (@ ServiceDetailRes Generation
.

,,,,,,,,,,,,,,,,,,,,,,,,

(6) PaymentDetailsReq(eMSPg,,. ICCE. )

\"‘“h‘l“tse.\fsrvﬁvm{‘?MSP;'MMHCC?MJ
SNUSTY

(8) PaymentDetailsRes(CPID, na) na €

(0 AuthorizatonReq( (7) PaymentDetailsRes Ceneration
AuthRegData, Sigun)

(12) AuthorizationRes(*OK”) ;Vrfyc

oo p(AuthReqData, Sigaue) |

@ Authorization

[Unchanged Messages; cf. [34]] Req Verification

Mt rReceipt — “MeterRec uEMspmn
MeterData| eMAID

oM eser = Signgoe: (MeterReceipt) :

ndROC-UN e

Lebhrk bt g Nterstéltzun

(total EV storage sizes in Bytes) tal computation times in ms

300.000 150.000 10.000
[KKL23]

250.000 120.000
200.000 90.000
150.000 5.000

60.000
100.000

o [] - I I T

BMECDSA-256 EWECDSA-521 W EJDSA-448 MECDSA-256  MECDSA-521 W EJDSA-448 WECDSA-256 ~ MECDSA-521 M EdDSA-448
] Dlllthlum_z [} Falcon_512 [} Sphincs+128—f ] Dlllthlum_z ] Falcon_512 ] Sphincs+128_f | DI|Itthm-2 | Fa|C0n-512 | SphinCS+128—f

mpetrnmag lichen

D. Kern, C. Krauf3,
T. Lauser, N.
Alnahawi, A.
Wiesmaier, R.
Niederhagen.
QuantumCharge:
Post-Quantum
Cryptography for
Electric Vehicle
Charging, Applied
Cryptography and
Network Security
(ACNS), 2023
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Fazit

 ,Intelligentes Laden® ermoglicht Angriffe
» Angriffe auf die Rechnungsstellung
« Angriffe auf die Privatsphare (Bewegungsprofile)

 Sicherheits- und Datenschutzldsungen flr
« SSl-basiertes Laden [KKK24]
» Schutz von Zugangsdaten [FKK20a, FKK20b, FKK20d]
« Vertrauenswirdige Lade-Steuergerate [FKK20c]
« Kryptografische Agilitat und PQC-Unterstlitzung [KKL23]
« Datenschutzkonforme Abrechnung [KKK24, KLK22, ZSZ18]
« Erkennung von Elektromobilitats-basierten Angriffen auf Stromnetze [KK21, KKH23, KK23]
« Absicherung von Ladestationen [KKZ19]

» Forschungsergebnisse [FKK20a] wurden in ISO 15118-20 Ubernommen

darmstadt university
of applied sciences
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Ausblick

Ende-zu-Ende-Sicherheit fur das Laden und Abrechnen

Formale Analyse und Verbesserung weiterer Ladeprotokolle

Praktische Sicherheitstests |
» Aktueller Systeme

* Nutzung unser INCYDE Cyber
Sicherheits-Platform

I INCYDE Cyber Security Platform

* Weitere Forschungsthemen

» Analyse von Automotive-Protokollen [LZK20]
» Analyse des Diagnhoseprotokolls UDS [LK23]
» Analyse und Erweiterung von SOME/IP [ZKL21]

» Kryptografische Agilitat und PQC-Unterstltzung
Im Bordnetz [BKN20]
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